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BO3MOXHOCTb LLEHTPaN30BaHHOIO
ynpaBieHMsi MapKoM K1acTepoB
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FapaHTUIIHAs TexHMYecKasi MOAAEPXKKa

AocTynHocTb TexnoaaepXxkm «CTaHgapT»

[ocTynHocTb TexnoaaepXkm «CTaHAapT +»

100% BCcex HacTpoek NnaTdopmsl
BbIMO/IHAKOTCA LLeHTPaI30BaHHO Yepes
eaAvHbIA API (nnn CLI/UI, koTopble paboTaroT
yepes API) 1 He TpebyrT HUKaKMX PYUHbIX
AEeNCTBU Ha cepBepax

100% BxoAALWMX B N1aTGoOpMy KOMMNOHEHTOB
NOCTaBNAKTCA BEHAOPOM (CO0pKa,

TecTMpoBaHue, 06HOB/EHME, 0 0 0 0 0 0 0

pacnpocTpaHeHe 13 peno3nTapnes BEHA0PA,
NHPOPMaLIMOHHAast 6e30MacHOCTb, NoAAEPKKA)

[padurueckum nHTepdenc
YnpasneHne BceMn BO3MOXHOCTAMMY
nnateopmbl Yepes efnHbIV BE6-HTepdeinc 0 0 0 0 0 0 0

NHTepdenc agMmHMUCTpaTopa knacrepa

(ynpaBneHue CUCTEMOI, MOAYNAMU U UX 0 0 0 0 0

HaCTpOP’IKaMVl) TonbKo NpocMoTp Tonbko NnpocMoTp

NHTepdelic agMUHMCTpaToOpa 1 NoNb30BaTeNs

NnpPpoeKTa (ynpaBneHl/le NPOeKTOM U Nosie3HON 0 0 0 0 0 0 0

HarpysKkow 3anyueHHOW B HEM)

[Ny60KO MHTErPMPOBaHHbLIA MOHUTOPUHT

(ynpaBneHl/le N MOHUTOPWHI BbIMOJHAKOTCA B 0 ° 0 0 0 ° 0

OAHOM NHTepdence N KOHTeKCTe)

MonHaa noAcTporika No4 npaea 4ocTyna

(MHTepderc nokasbiBaeT TOJIbKO TO, K Yemy ° Q ° Q ° 0 °

y NoNb30BaTens ectb J0OCTYr)

MoBblWeHHasa 6e3onacHOCTb 3a cueT API-
LEHTPUYHOCTN (MHTepdeinc paboTaeT nos

npuBmnIermaAMm NoJib3oBaTesid, YTO COXPaHAET 0 0 0 0 0 0 0

LLleHTPaIN30BaHHbIN KOHTPO/Ib
ayTeHTUdMKaLmn, aBTopmsaLnm n ayanra)

CoBMeLLeHVe NoAxo40B “MHPPpacTPyKTypa Kak
koZ" (IaC) n paboTbl Yepes rpadpryecKknii
NHTepdenc: 3anpeTbl NNV NpeayrnpexaeHns

Npw ynpasJ/eHU KNacTepoM 1 NMOJIE3HOW 0 0 0 0 0 0 0
Harpy3kou B UI, ec/in oHW ynpaBnsaroTcs Kak
KOZ, @ TakXe YAO6HbIN MPOCMOTP TEXHNYECKMNX

Ha3BaHW noneun n YAML-npeacTaBneHmns B
rpapunyeckom nHTepdernce

MONHOCTBIO NHTEPAKTUBHbLIN UHTEepdelcC C

MIHOBEHHbLIM pearmpoBaHeEM Ha COCTOAHWNE 0 ° 0 0 0 0 0

cuctembl (Websocket)

Ya06HOe 1 HarnsigHoe paspeLleHue
KOHPNIMKTOB NpY COBMECTHOV paboTe 0 0 0 0 0 0 0
HEeCKONbKNX a4MUHMCTPATOPOB NI

nonb3oBaTtenen kak B UI, Tak n B API nnn CLI
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NHpacTpyKTypa

YcTaHOBKA Ha pur3nyeckme cepepbl ° ° ° ° ° ° °

YcTaHoBKa Ha cTaTmyeckue (Npeaco3aaHHbIe)

BMPTYa/ibHble MalLVHbI B 11060V cncTeMe 0 0 ° 0 ° 0 °

BUpTyanusaumm / obnake

MNnaHnpyeTcs
VHTerpauus ¢ nybanyHeiMmn obnakamu Amazon AWS Google Cloud Microsoft Azure VK Cloud OVH Cloud Selectel Cloud Yandex Cloud °
Yandex Cloud

VMware vSphere MNnaHupyeTca:
zVirt Openstack
MHTeraLI,VIH C YaCTHbIMW 0b6/1aKaMm ° ° ° VMware Cloud Director Vi zVirt
zVirt zVirt
OpenStack Basnc.DynamiX

Basnc.DynamiX

YcTaHOBKa Ha ¢pu3myeckme cepeepbl Npu

NOMOLLM BCTPOEHHOW BUPTYyaan3aumm B 0 0 0 ° 0 @ @

pexume Kaa$ (Cloud provider DVP)

be30onacHoOCTb

CeTeBble MOAUTUKWM Ha 6a3e cilium
(MnKpocermeHTaLus)

MonnTnkm 6e3onacHoOCT (KpOMe 3anpeTa Ha
3aMyCcK KOHTENHEPOB C YSI3BMMOCTSMU U
NPOBEPKN NOANMNCU 06Pa30B KOHTENHEPOB)

MpoBepka noanmcy o6pa3oB KOHTENHEPOB

3anpeT Ha 3anyck KOHTENHEPOB C
YSI3BMMOCTAMM

Monck yrpo3 6e30nacHOCT

CkaHVpoBaHWe 06pas3oB B runtime Ha
YSI3BUMOCTU

NHTerpaums ¢ BHELLHUM XPaHUANLLEM
CekpeToB
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Ba3oBble BO3MOXHOCTW yrpaBAeHus
XXV3HEHHbIM LIIKJIOM CEKPETOB (XpaHeHMe,
coszaHwue, JOCTaBKa, OT3bIB 1 pOTaums
ceKkpeToB, 6a30BOe aBTOMATMYECKOE
pacrneyaTbiBaHME XpaHUANLLA

PacLumpeHHble BO3MOXHOCTU ynpaBaeHus

KN3HEHHbIM LUVK/IOM CeKpPeToB (MPOCTPaHCTBa

NMEH, be3ornacHoe aBToMaTmnyeckoe °
pacneyaTbiBaHVe XpaHUAuLLa, penamkauns

AAHHbIX, pe3epBHOEe KONMPOoBaHWe AaHHbIX MO

pacnncaHmio)

BO3MOXHOCTU MyNbTVapeHAHOoro 0 0 0 0 0 0 0
MNCMNOJIb30BaHWA KacTepa
YnpasneHue SSL-cepTudumkatamm ° ° ° ° ° ° °

MNpoeangepsl: GitHub, GitLab, BitBucket Cloud, Crowd, Blitz, Okta, Keycloak, Gluu, Active Directory, Dex, Basealt, Astra, Red

foToBas MHTerpauma ¢ nposanaepamu/ MpoTokonbi: LDAP, OIDC, OAuth2, SAML

NpPOTOKOAAMW ayTEHTUPMKALMK

BcTpoeHHas BO3MOXHOCTb yrpaBneHus ° Q ° a ° a °
No/sib30BaTENAMMU

BcTpoeHHasa nnatpopma 6e3onacHoOCTr ° ° ° ° ° ° °
KOHTeHepoB NOJHOMO XXM3HEHHOro LKrKna

MNoasepxka ABYXdaKTOPHOW ayTeHTUGMKaLNMA
BCTPOEHHbIMU CpeAcTBaMU ° 0 ° 0 ° @ @
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CeTeBble BOSMO)XHOCTWU

YnpasneHue cTaTUYHbIMN MapLUpyTaMm Ha

y3n1ax knactepa (NprMeHseTca Npm HaNYnu

Hecko1bknX WAN-rHTepdencoB nam CI0XXHON °
ceTeBOM MHOPACTPYKTYype, TpebytoLLei

AOMNONHUTENIbHbIX HACTPOEK MapLUpyTU3aLnm

Ha CTOPOHe Y3/10B KJlacTepa)

BCTpoeHHbIi 6anaHCNPOBLLNK BHELLIHNX ° Q ° Q °
3anpocoB B pexume layer 2

BcTpoeHHbI 6anaHCMPOBLLMK BHELLIHUX 0 0
3anpocoB B pexnme BGP

KawnpoBaHme DNS Ha kaXa0M y3/e knactepa ° 0 °

Bo3moxHocTu Service Mesh (kpome co3gaHus
My/ibTUKIIacTepa 1 degepaunm, Kpome 0 0 0 0 0 0 0
ynpasaeHNsa aBTopr3anmen JocTyrna Mexay

cepBurcamu)

YnpaBieHne aBTopm3aumen 4octyna Mexay

cepBMCaMn C MOMOLLbIO pecypca 0 0 0 0

AuthorizationPolicy

BO3MOXHOCTb 06beAVHEHVIA KNacTepoB B
pexvime MynbTUKNacTepa nam dpegepaumm

Bo3MOXHOCTb onpeaeneHns BbIXOAHbIX Y3108 Q
(Egress Gateway)

Br3yannsauusa ceteBoro cteka knacrepa B 0 0 0 0 0
cnyydae ecnm BkatoueH Cilium CNI

BO3MOXHOCTbL pa3BEépTbiBaHUSA Y3/10B 0 ° 0 ° ° 0
K/iacTepa B pa3HbIX NOACETAX

XpaHeHWne AaHHbIX

YHuBepcasnbHas nHTerpauus ¢ 1tobbim

XpaHunuwem nogaepxrsaromm iSCSI:

aBTOMaTuyecKkoe pacrnpeseneHuve 0
npeABapuTesibHO Bble/IeHHbIX TOMOB, paboTa

B pexvme ®C 11 6104HOr0 YCTPOMCTBA

[MonHaa HTerpaymsa ¢ BHELUHUMUY cCUcTeMaMu

XpaHeHua gaHHbIX (CXA) TATLIN.UNIFIED,

Huawei, HPE, Netapp: nogaep>ka CH/IMKOB, 0
3aKa3, KNIOHVpOBaHWe, yaaneHuve,

pacwmpeHmne TOMOB; paboTta B pexxume ®C n

6104YHOro yCTpOWCTBa

BO3MOXHOCTb MOAKNHOUYEHUNA BHELLHEro

XpaHunuwia Ha 6ase ceph: nogaepxka

CHVIMKOB, 3aKas, KJIOHpOBaHve, yaaneHue, 0 0 ° 0 0
pacwmpeHne TOMOB; paboTa B pexunme OC,

®C c coBMeCTHbIM AOCTYNOM 1 6104HOTrO

YCTPOMCTBA

Bo3mMoXHOCTb nogkntoyveHns sHewHero NFS-

cepBepa aBTOMaTM4yecknii 3aKka3 TOMOB,

LU BaHme NFS-T NKa, Ta B pexunm 0 ° 0 0
$posaHue NFS-Tpaduka, pabota & pe € Kpome windposaHms

®C c coBMeCTHbIM JOCTYMNOM, 3aThpaHmne NFC-Tpaduka

AAHHBIX MPW yaaneHny TomMa

BO3MOXHOCTb MOAKIHOUYEHNSA K KOHTENHepaMm
BHeLUHero S3 xpaHunuiia kak ¢pannosomn 0 ° 0
CUCTEMbIl: aBTOMATUYECKNIA 3aKa3 TOMOB,

paboTta B pexunme ®C

BcTpoeHHOe nerkoBecHoe nokasbHoe
XpaHuauLe (NporpaMMHo-onpesensieMoe Ha
6a3e TexHonormm LVM): nogaepxka CHUMKOB,
TONCTblE N TOHKME TOMA, 3aKa3,
KNOHMPOBaHMe, yaaneHume, paclumpeHme
TOMOB, 3aTUpPaHMe AaHHbIX NP Y4aNeHNU
TOoMa; pabota B pexume ®C 1 6,104HOIO
YCTPOWCTBA

Kpome cHMMKOB

BcTpoeHHOe nerkoBecHoe penavumpyemMoe

XpaHuauLe (NporpaMMHo-onpesensieMoe Ha

6a3e TexHosorm DRBD): 3akas,

KNOHMPOBaHMe, yaaneHume, paclumpeHume 0 0 ° 0
TOMOB; MeX30Ha/bHas/BHYTPNU30HaIbHas

TONos0rnA penavkaunn, pabota B pexunme

®C 1 6N104YHOro yCTpOKCTBa
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XpaHeHWne AaHHbIX

BcTpoeHHOe anacTnyHoe penavympyemoe

XpaHuAuLe ang 60nbWNX JaHHbBIX

(NporpaMmMHo-onpegensiemoe Ha base

TexHonormm Ceph): 3akas, KNOHNPOBaHMe, ° ° @ @ @ ° @
yAaneHue, paclumpeHvie TOMOB; NOAAEeP>KKa

CHVIMKOB, TOHKMe ToMa, paboTa B pexunme ®C,

®C c coBMeCTHbIM AOCTYNOM 1 61I0YHOTO
YCTPOWCTBA

BcTpoeHHOe S3-coBMecTrIMOe 06 bekTHoe ° ° @ @ @ ° @
XpaHununLe

BO3MOXHOCTb MOAK/IHOUEHA BHELLUHEro
XpaHnnmia npeaocraBndaemMoro 4YaCtHbiM
P Hia Mpea MNnaHnpyeTcs
06/1aKOM: 3aKa3, KJIOHNPOBaHWe, yaaneHuve, Amazon AWS, Google Cloud, Microsoft Azure, VK Cloud, OVH Cloud, Selectel Cloud, Yandex Cloud °
Yandex Cloud
paclimpeHmne ToMOB; CHUMKU U

BOCCTaHOBJ/1EeHNE N3 HNX.

BO3MOXHOCTb MOAKNHOUEHNSA BHELLHErO MnaHupyeTcs
XpaHnnmia npeaocraBndemMoro 4YaCtHbim
P tha npea VMware vSphere VMware vSphere MnaHnpyeTcs Openstack
06n1aKkoM: 3aKa3, KNOHMPOBaHVe, yaaneHue, ° ° ° . . . .
zVirt zVirt zVirt zVirt

paclpeHrie TOMOB; CHUMKMU

N BOCCTAHOB/IEHNE U3 HUX. ba3unc.DynamiX

BO3MOXHOCTb 3KCMOPTa U MMMOpPTa TOMOB U ° ° @ @ @ ° :
CHVIMKOB

OTcnexmnBaHue AOCTYNMHOCTN TOMOB U
daBTOMaTn4yeckoe rnjaiaHnpoBaHme ° ° @ @ @ ° @
pasMelleHNA Harpy3km B 3aBNCMMOCTU OT

AOCTYNMHOCTN TOMOB Ha Yy3/1aX

MOHUTOPUHI Noka3saTenein paboTbl AVNCKOBOW

NOACUCTEMbBI U YBEAOMIEHUS B CyYae ° 0 ° 0 ° 0 °

BO3HMKHOBEHWS Npobsiem

Managed-cepBUCHI
Postgres

Memcached

Valkey (Redis-compatible)
Airflow

Kafka

Rabbit

Cassandra

HiveMetastore

Trino

Spark

Clickhouse

Flink
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Opensearch

BupTtyannsauyus
BO3MOXHOCTb 3anycka BUPTya/ibHbIX MalUH B
OLHOM OKPY>XEHUW C KOHTeHepamm ° ° ° 0 ° ° @

BcTtpoeHHbIn cnoi [aaS gna 3anycka
NONb30BaTEIbCKOW HAarpy3Kku (B TOM Yucne ° 0 ° @ @
MHOrmMx knactepoB DKP) Ha obuiem

cepBepHOM 060pyA0BaHU

PaszeneHVie annapaTHOro cepeepa Ha

HEeCKOJIbKO Y3/10B KOHTEHepuM3aLnm B pamkax ° ° ° 0 ° 0 °

oAHoro knactepa DKP

b acufipasibe ssFaBRaset Deckhouse () — He exomr i St aéﬂocw”mcorpamqemmé o & & ©

Virtualization Platform
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Ha6bnroaaemocTtb

ABTOMATUYECKNI MOHUTOPWMHI Ballero
NPUNOXeHWA

HageXHoe XpaHue XypHanoB

MynbTUTEHAHTHOCTb MOHUTOPWHIA W
N30NALNA JaHHbIX

JKOHOMWUS PECYPCOB U CHUXEHME 3aTPaT Ha
MOHUTOPWVHT

LleHTpanunsoBaHHas nnatdopma
HabAAEMOCTU ANS BCe MHPPACTPYKTYPS

BbICTpas AMarHoCT1Ka 1 yCTpaHeHme
npob6niemsbl

NoaTBepXaeHHasd
COBMECTMMOCTb
C NAPTHEPCKUMU peLlueHUAMN

PelueHus ans paboTbl C AAHHbLIMMU:

KopnopaTtuBHble XpaHunvLia gaHHbIX, DWH, Data Ocean Nova, Data Ocean Flex Loader, 3AKPOMA.XpaHeHune, Cedrus Data, TATLIN.UNIFIED GEN2

CXA v ppyrune

Low-code-nnatpopmbl n BPM-cnctemel Entaxy ION, pSeven Enterprise, ELMA365, Bimeister, lNnaHeTa ot IBS, BoardMaps, CAKYPA PRO, Zyfra Industrial IOT Platform
Mnatpopmbl pa3paboTku dopcaiiT. MobunbHas nnatpopma

OTpacneBble peLleHus Comita AML, HOTA BM13OP, OIS iField

PelwieHns No 6e30nacHOCTK HOTA KYMO/, Kaspersky Container Security, Kaspersky Endpoint Security gna Linux, Luntry, PT Container Security, BLZONE EDR
[lpouee

Pe>XXnm aBTOMaTM4yecKkoro BblaeneHuma

pecypcoB 419 NPUIOXKEHNS Ha OCHOBe 0 0 0 0 0 0 0

ncropmyeckoro I'IOTpE6J'I€H N

PerynapHoe aBTomMaTmyeckoe
nepepacnpegeneHme nMpUIoXeHNN No y3nam 0 ° 0 ° 0 ° 0
Knactepa 4714 onTMmn3aunm Ncnosib3oBaHUSA

BbIUMCAUNTENbHbBIX PeCcypCcoB
ABTOMaTMuUecKoe yrnpaBneHne aHHOTaLNAMM 0 ° 0 ° 0 ° 0
N nenbnamMmm Ha HemmMmcnemcax

ABTOMaTMYECKU Nepe3anyck
M0/Ib30BaTEIbCKUX MPUNOXEHWIA MPY

N3MEHEHNN X KOHUTypaummn (MpUMeHseTcs ° 0 ° 0 °
ANA MPUNOXEHNI, KOTOPbIE He YMetoT

CaMOCTOATENIbHO AMHAMNYECKN O6HOB/IATh

KOHbUrypaumio)

Cbopka apTedakToB NOCTABKN MPUNOXKEHUS,

NX ANCTPUBYLS N pa3BEPTbIBaHVE B 0 ° 0 ° 0 °
Deckhouse Kubernetes Platform

BCTPOEHHbIMU CpeAcTBaMU

Bo3moxHocTb ynpaBneHna GPU-y3namu °
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