CeTeBble BOZMOXXHOCTH
Deckhouse Kubernetes Platform

OHnanH-kypc | 5 oHen

Ayputopusa Kypca Llenu kypca

® DevOps-nHXeHepbl ® [lony4ynTb 3HaHMA O MPUHLMNAX PaboTbl
1 NMPUMEHEHUN CETEBbIX BO3MOXHOCTEN

® CucTtemHble uHxeHepbl Kubernetes
Deckhouse Kubernetes Platform (DKP)

® CeTeBble UHXEHEPDI
® [lpnobpecTn 6a30Bblie HaBbIKM
LN aOMUHUCTPUPOBAHNS 1 9KCMyaTaLmm
ceTeBbIX MHCTPYMeHToB DKP

TpeboBaHuA K yyacTHMKam dopmar

® 3HaTb Linux Ha ypoBHe nonb3oBaTens ® Kypc COCTOUT U3 TeopeTU4eckoro matepuana
M MPakTUYEeCKOMN YaCTu C BbINOMHEHMEM

® 3HaTb OCHOBHble MOHATUS U cyLHOCTU Kubernetes
nabopaTopHbIX paboT Ha yuebHOM cTeHae

(pod, deployment, service, ingress)
® TeopeTuyeckuit matepuan BkiovyaeT BebmHapbl

® 3HaTb NpUHLUMUN PaboTbl N OCHOBHbIe NoHATUA TCP/IP N p
(ypoBeHb CCNA) 1 OHNanH-OeMOHCTpaLUmm paboThl B Knactepe

® VYMeTb paboTatb ¢ yTunutomn kubectl
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NMnaH paboTbl

CeTteBble Bo3amoxHocTu Deckhouse Kubernetes Platform

Tema

1. OpraHusauus
CeTeBoro
B3auMopencTBums
B UHpacTpy-
KType Knacrtepa
Deckhouse
Kubernetes
Platform

2. BHyTpeHHsA
ceTtb. Container
Network Interface

CtpyKTypa

Llenb: nonyyntb 3HaHMsi 06 OCHOBax OpraHM3aLmm CeTeBOro
B3aMMoaencTeusa ana GyHKUMoHnpoBaHus knactepa DKP
B cTaTM4eckon n obnayHon nHdpacTpykType.

Teopwus:

MoproToBka cTaTuyeckon MHdpacTpykTypbl ans DKP:
TpeboBaHus K y3nam, ceTeBasi CBA3HOCTb

MexceTeBoe aKpaHMpOBaHNE Mexay y3namm

Internal-ceTb knactepa: StaticClusterConfiguration,
internalNetworkCIDRs

Ob6ume napameTpbl knactepa (ClusterConfiguration)
YnpasneHue cTaTU4eckKummn MapLupyTamm n npasunamu ip rule

HacTpolika ceTeBoro wno3a 13 yanos: Moaynb network-gateway,
DHCP, SNAT

MoprotoBka obnavyHon nHppacTpykTypbl ana DKP: clusterType: Cloud,
<CLOUD_PROVIDER>ClusterConfiguration

Cxewmbl pasmelleHus (layout) ons obnayHbix NpoBanaepos

MpakTuka: nHctannaumsa knactepa DKP, HacTpolka ceTeBbIX
napamMeTpoB, ynpaBneHne MmapLpytaMmu.

MpopomKuTeNnbHOCTb MOAYNSA: 8 ak. YacoB

Llenb: nony4nTb 3HaHUA O NPUHLMMNAX PaboTbl U HazHaYeHUM
Container Network Interface (CNI), ocobeHHocTax 1 HacTporkax CNI

Cilium, BHyTpeHHen banaHcupoBKe Tpaduka, a Takxe
00 ocobeHHocTAx paboTbl DNS B knactepax DKP.

Teopus:

MpuHumnbl paboTbl n HasHaveHne CNI. CNI Cilium B DKP: apxutekTtypa,
OCHOBHblE KOMMOHEHTbI, ceTeBble NHTepPdENChl, B3anMoaencTBue Nnonos
(nokanbHOE 1 Mexy3noBoe)

HacTtponkn mogynsa CNI Cilium: pexumbl TyHHenen (Disabled, VXLAN),
pexunmbl banaHcuposwmnka eBPF (SNAT, DSR, Hybrid)

JlokanbHasa 6anaHcupoBska Tpaduka (Services): Tunbl (ClusterlP,
NodePort, LoadBalancer, Headless, ExternalName), Endpoints,
EndpointSlice,

cepBuCbl be3 cenekTopoBs

Mybnukauma nogos 3a npenensl knactepa: hostPort, NodePort,
LoadBalancer

Mopynb service-with-healthchecks DKP

KnactepHbin DNS: CoreDNS, NodelLocalDNS, DNS-nonuTtuku B nofe,
HacTpownku moayns kube-dns



3. CeTeBas
6anaHcupoBKa
BXOpQALLErO
Tpaduka. MetallLB

4. NMpuknapHan
6anaHcupoBKa
BXOQALLErO
Tpaduka.
YnpaBneHune
ucxopawmm
Tpadpukom

MpakTuka: cosnaHne pasnnyHbix TUMOB cepBucoB, paboTta ¢ DNS.

MpoponxurenbHOCTb MOAyNs: 8 ak. YacoB

Llenb: HayunTbca ynpaBnaTb Bxogsawmm B knactep DKP Tpadukom L4
N OCYLLECTBNSATb ero 6anaHCUpOBKY.
Teopus:

e Cepsuchl Tnna LoadBalancer n NodePort, cnocobbl 6anaHcupoBkm
BxopALlero Tpaduka, ocobeHHOCTH ucnonb3oBaHus LoadBalancer
B 06nayHom nHbpacTpykType

e MexaHunam LoadBalancer gns cepsucos B knactepax bare metal,
npuHUmMn paboTbl MetalLB

e Pexwum Layer 2 MetalLB B knactepax DKP: aHOHC, cnukepbl, BbIOOp
y3na-snagenbua

® YnyJuieHHbin pexum L2 ot Deckhouse
® Pexunm BGP MetallLB B knactepax DKP: aHOHC MapLupyTOB,

B3aMMOOENCTBUE C CETEBbLIM O60py,EI,OBaHVIeM

MpakKTuka: HacTponka n ncnonbaobaHne MetalLB B pexrmve BGP
LoadBalancer, cospaHue 1 UCnonb3oBaHWe CePBUCOB TMMA
LoadBalancer B cTaTuyeckon nHdpacTpykType.

MpoponxutenbHOCTb Moayns: 8 ak. YacoBs

Llenb: HayuynTbCs YNPaBaaTh NPUKIaAHbIM BXOOALWUM N UCXOOALLUM
Tpadumkom knacTtepa DKP 1 ocyuwecTsnaTb ux 6anaHcuUpoBKy.

Teopus:

e [lpuknagHasa banaHcupoBKka BXxoadllero Tpaduka ¢ NoMolLLbio Ingress
NGINX Controller: HasHaueHue, apxutekTypa, IngressNginxController
B DKP

® Ingress-pecypcsl, Ingress Class, npasuna (rules), aHHoTauum, TLS
n paborta c cert-manager

®  HuneTbl Ingress NGINX Controller

* VYnpasneHue ncxogdawmm Tpadumkom ¢ nomoupio Cilium Egress Gateway
oT DKP: 6a3oBbIl pexum, HacTponka B DKP

e Pexwum Egress Gateway c Virtual IP
e Egress Gateway Policy ot DKP: nonutunku nepeHanpasneHus

npuknagHoro Tpadrka Ha onpeaeneHHble egress-Lwo3bl

MpakTuka: HacTponka NGINX Ingress Controller ¢ pasnuyHbiMu
NHNeTamu 1 paboTa ¢ HUMM, co3aaHme U HacTpolika Ingress-pecypcos
N cepTUPUKaTOB, HACTPOMKa egress-1LUno3a 1 NonnTuk
nepeHanpasneHns ucxogalero Tpaduka.

MpopomkuTenbHOCTb MOAYNsA: 8 ak. YacoB



5. CeTeBan
6e3onacHoCTb

U UHCTPYMEHTDI
troubleshooting'a
ceTeBbIX
KOMMOHEHTOB
Deckhouse
Kubernetes
Platform

Llenb: HayunTbCa co3gaBaTh M NPUMEHSTb CETEBbIE MONMUTUKM
[N MPOCTPAHCTB UMeH 1 apyrux obbektos DKP, peannaosbiBaTb
WwndpoBaHue BHYTPUKNAaCTEPHOro Tpaduka u AMarHocTMpoBaTh
ceTeBble KOMMNOHEHTbI DKP.

Teopwus:

CeTeBas cermeHTauma: HeobxogmumocTtb, Network Policy Kubernetes,
CiliumNetworkPolicy

CermeHTtaums Ingress-koHTponnepa, MetalLB, Egress Gateway

LLndppoBaHne BHyTpeHHero Tpaduka Ha ocHoBe Istio B DKP:
apxuTekTypa Istio, sidecar-uHbekLms, NoAroToBka Ingress-koHTponnepa

AkTuBauma mTLS, pexumbl PeerAuthentication
(STRICT/PERMISSIVE/DISABLE), nepapxua npuMeHeHus

Monutnkm astTopusaumm (AuthorizationPolicy)

Troubleshooting cetesbix komnoHeHToB DKP: CNI Cilium, MetallB,
Ingress NGINX, Egress Gateway, NetworkPolicy/CiliumNetworkPolicy,
Istio, MeTogoNOrnsa OMarHoCTUKM

MpakTuka: cosngaHne ceTeBbiX NONUTUK AN Pa3NnYHbIX 0OBbEKTOB
KnacTepa, WndpoBaHMe ceTeBoro Tpadpurka c noMmollbio Istio,
cosfaHune NonnMTUK aBTopu3aLunun.

MpoponxurenbHOoCcTb Moaynsa: 8 ak. YacoB



